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Sophos NAC Advanced Integration with IP Phones

This document provides information on integrating Sophos NAC Advanced with a network where end(gaoints are
connected through switches imbedded in IP phones. The IP phone models for this test are the Cisco™ 7912 and
7940.

The key to the integration is to set up separate VLANs and use 802.1x authentication with RADIUS to access the
separate VLANs based on compliance. While Cisco equipment was used for the purposes of this testing, other
equipment that support 802.1x and RADIUS authentication are also supported with Sophos NAC Advanced.

The following diagram displays a simplified view of the configuration that is used:
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Important: This configuration ensures that the IP phones will work regardless of which VLAN the endpoint has
access to or whether the endpoint is turned off. More importantly, all voice traffic is shuttled to VLAN 100, which is
not used by Sophos NAC Advanced.

Configuring the Network to Support IP Phones and Sophos NAC Advanced

This configuration requires running Cisco Call Manager (v3.0 or above) on the 2811 router. Call Manager supports
configuration and administration of the IP phones that are connected to the network.



Integration with IP Phones

Three VLANs must be created: one dedicated to voice, one for Sophos permitted access, and one for Sophos
denied access. This test uses the following VLANS:

VLAN Purpose

VLAN 100 Voice
VLAN 102 Permit access
VLAN 103 Deny access

The ports on the switch must be configured to carry traffic from a voice VLAN. To do this, type the following
command for each port while in privileged EXEC mode:
switchport voice vlan <vlan-id>

The specified VLAN then supports all voice traffic from the IP phone, while data traffic is carried on one of the other
two VLANS. This configuration ensures that voice traffic on the IP phone is always available, even if Sophos NAC
Advanced determines that the endpoint is not compliant with the defined security policy.

Configuring Sophos NAC Advanced to Support IP Phones

The Sophos Compliance Application Server must have a RADIUS compliance setting to support the other two
VLANSs (102 and 103 in this case). For more information on configuring dynamic VLANSs for 802.1x authentication,
see the 802.1x Dynamic VLAN Assignment document located on the Sophos web site:

http://www.sophos.com/sophos/docs/eng/manuals/nacadv8021x 32 tgeng.pdf

Using the Sophos Compliance Manager, create a new RADIUS setting with the IP address pointing to the switch.
For this test, the Cisco 2950 switch is used. The following Tunnel-Private-Group-ID attribute will send data traffic
from the endpoint to VLAN 102 when Sophos NAC Advanced permits access.

« MANAGE s ENFORCE  « REPORT o CONFIGURE SYSTEM Home | My Accourt | About | Help | Logaf |

AGENT ENFORCER. ACCESS TEMPLATES = RADIUS ENFORCER ACCESS TEMPLATES = DHCP ENFORCER ACCESS TEMPLATES = NETWORK RESOURCES = EXEMPTIONS MY LINKS

B Enforce : Update RADIUS Enforcer Access Template

Select the template compliance states, add RADIUS client IP addresses or select ANY, specify Accept or Reject network access, create associated RADIUS attributes, and click Save, Click Help For
information on access template settings.

Name: Version: Description: Template Compliance States: @) ¥ compliant
|8E|2.1x Enforcement Accept 3 =] (Used when craating policy] ) 7 Partislly Compliant
Lock Ll @ |l Mon-Compliant
RADIUS Client IP Addresses RADIUS Attributes =
Network Access: | I
I sy I add Accept
B0 I s
aTunnel Mode-Type & (SDZ) _I Type: Standard l
Tunnel-Private-Group-ID
5 B Tunnel-Type-13 (VLAR) Name: TunnekPrivate-Group-I0
=
Number: a1
Format: Text - I
value: VLAN1DZ
= =

2000-2007 Sophos Group. &ll rights reserved.
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Setting up the Deny Attribute involves specifying the deny VLAN in the Tunnel-Private-Group-ID deny attribute, as
follows. Once the permit and deny attributes are specified, click the Save button to create and save these RADIUS
settings.

* MANAGE « ENFORCE « REPORT  « CONFIGURE S8YSTEM Home | My Account | About | Help | Logoff |

AGENT ENFORCER ACCESS TEMPLATES = RADIUS ENFORCER ACCESS TEMPLATES | DHCP ENFORCER ACCESS TEMPLATES = METWYORK RESOURCES | EXEMPTIONS MY LINKS

B Enforce : Update RADIUS Enforcer Access Template

Select the template compliance states, add RADIUS client IP addresses or select AMY, specify Accept or Reject network access, create associated RADIUS attributes, and click Save. Click Help for
information on access template settings.

Name: version: Description: Template Compliance States: @ [ compliant
502, 1% Enforcement Guarantine 3 =]  (usedwhen craating policy] ) T Partially Compliant
¥ o .
Lock ;I e ¥ har ampliant
RADIUS Client IP Addresses RADIUS Attributes =
Network Access: | |
I oy I add Accepk
R0z T scivies
ﬁTunnel Mode-Type 13 (VLAN) _I Type: Standard l
ﬁTunnel Mode-Type 6 (802)
_I ﬁTunnel—Private—Group—ID Name: Tunnek-Frivate-Group-10
S5
Number: a1
Format: Text - l
value: LAN1DE
i =l

Z000-2007 Sophas Group. All rights reserved.

Operating the Endpoints and IP Phones

If you experience problems getting the Compliance Agent to work behind the phone using 802.1x, do the following:
1. Plug the computer directly into the 802.1x-enabled port and confirm that it authenticates without the phone.

2. Set up the phone on the switch (make sure you have added that port to the voice VLAN) and confirm that it
connects without issue.

3. Plug the computer into the switch port on the phone and try to get connected using the desired supplicant.

4. |If you still aren’t being authenticated, packet sniff the subnet to confirm that RADIUS protocol packets are being
sent.

5. Open up the Event Viewer on the Compliance Application Server and go to the system logs. If you see Internet
Authentication Service (IAS) or Network Policy Server errors (depending on operating system), then you know
that the request is passing all the way to the server, at which point the server will issue a permit or deny entry in
the logs.

6. If you are being granted access with RADIUS but still aren’t able to log in with the Compliance Agent, go into
the switch and see what error messages are generated during the authentication. If there is a problem with the
RADIUS attributes or with your VLAN naming convention, you will see these errors on the switch.

7. If you still are unable to register or retrieve your policy, enable client logging (right-click the Agent system tray
icon, select About Sophos Network Access Control, and then select the Enable Logging check box to enable
client logging.) Once enabled, check for endpoint compliance (right-click the Agent system tray icon, and select
Check Compliance). Then, open c:\program files\endforce\log\ and locate the trace log for your session to view
errors. Any errors that are occurring will be listed there for further troubleshooting.

The endpoints must access the appropriate VLAN, VLAN 102, or VLAN 103, depending on compliance, by initiating
the Sophos Agent and an 802.1x supplicant on the endpoint. For more information on this process, see the 802.1x
Dynamic VLAN Assignment document located on the Sophos web site:

http://www.sophos.com/sophos/docs/eng/manuals/nacadv8021x 32 tgeng.pdf
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