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About this Document

The purpose of this document is to configure Steel-Belted RADIUS to pull group information from a remote directory
server and forward that information to Sophos NAC Advanced. This ensures that the group can be given a Sophos
compliance policy without the Sophos Compliance Application Server having a direct connection to Active Directory
or LDAP. When Sophos NAC Advanced as a RADIUS proxy is used for the group mapping functionality, the
RADIUS Enforcer is no longer responsible for looking up the group in Active Directory (via its GroupMapper
component). Instead, the remote RADIUS server returns the Sophos VSA #20 (EF-GroupResponse) to let the
Compliance Application Server know which group to apply to the user’s request.

This document requires you to have already configured Internet Authentication Service (IAS) or Network Policy
Server to use Sophos NAC Advanced as a RADIUS proxy, as described in the Post-Installation Requirements in
the Sophos NAC Advanced Installation Guide. This document also assumes that Steel-Belted RADIUS is already
set up and installed on the server and is running on ports 1812, 1813, 1645 and 1646 (default ports for Steel-Belted
RADIUS). If it is not set up or running on these ports, you must modify these instructions to accommodate the
changes.

If you plan on using Steel-Belted RADIUS to connect to an Active Directory Domain Controller to pull user/group
information, make sure the Steel-Belted RADIUS server is on the domain or is in a trusted domain for the
account/group information it will be pulling from. Also, ensure you use an account that is a member of the Domain
Users Group so that you will have access to pull user/group information from Active Directory.
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Configuring the Steel-Belted RADIUS Proxy

1. Go to http://localhost:1812, and click the Launch link to start Steel-Belted RADIUS.

/3 steel-Belted Radius - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help

QBack ~ &3 - [*] (2] . | - Search <7 Favorites @4 Media 47 | - B
Address I@ http:fflocalhost: 1812)

= NETWORKS

! Juniper’

@Launch the Steel-Belted Radius Administrator

To bookmark the launch link, right-click on it and use the browser's menu.

Read the Manuals

Getting Started
Administration Guide
Eeference Guide

To download a manual to a file, right click on it and choose "Save As".

_ h‘.aer‘ﬂ‘d“b‘q
Manuals are in Adobe PDF format. You can get Adobe Reader from www.adobe,corm Adobe Reade

Copyright © 2007, Juniper Netwaorks, Inc.
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2. Log in to Steel-Belted RADIUS.

F=5BR Administrator
File Edit ‘Wweb Help

=100 ]

>

Login

Part f1z13

User Mame: Iendpointsoftwar'l.administrator

Pazavward: I*”***”

il Remember password until exi

Login I Cancel

3. Right-click RADIUS Clients, and click Add.

Fil= Edit ‘'Web Help

F¥ Steel-Belted Radius Enterprise Edition (EFSQLO01)

O Refresh QI Print @ Add WD ECE B Delete

@ Steel-Betted Radius

<

B Lo O

Ous  Copy

@ Prc  Paste

® Prc &) Refresh
@ Tu -

O ad €2} Print

@ ad
© ul WECE

Matme <

@ FRe g 0eler{Add a new RADILS clent |
_ |

@ Stareme
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4. Type the appropriate information in the following fields:
= Name (1)
= Description (2)
= |P address for the remote RADIUS client (3) (IP address of the Sophos Compliance Application Server)

= Shared secret (4) (This must be the same password that was used in IAS or Network Policy Server when
setting up Sophos NAC Advanced as the RADIUS proxy.)

CUIL KALFIUS LIIETNIL B3
@
Mane: flas ? 1
Drescription: ISDphDs MAC App Server ? 2
P Address: |1 00224150 ? 3
r Range: |1 4
K-“"
-_—
Shared Secret: I”””* Walidate |
[T Wnmask

hdake or model: I Standard Radiuz - LI ? 5
[T Address pool: I LI & iy
[T |Location Group; I LI & i
~Profiles

I~ UseProfie: | | @vew |

—attribute Combination

herge Precedence
= Ieroe £ Uzer
€ Overtide | P niE et

—&cvanced

[ Uze different shared secret for Accounting Edlit...

[T tssume down it no keepalive packets after I SeCconds

6 -ﬁ Ik, I Cancel I

5. From the Make or model (5) list box, select Standard RADIUS.
6. Click OK (6) to save your changes.
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7. Click RADIUS Clients to verify the new entry.

F¥ Steel-Belted Radius Enterprise Edition {EFSQLOD1)

File Edit Web Help

@ Refresh D Print & Add WP Edit €3 Delete

@ Steel-Betted Radiu Marme - | Description IP Address | higke or kodel Address Pool |

@ Location Group
@ Users

@ Profiles

@ Proxy Targets
@ Tunnels

@ Address Pools
@ Administrators
@ Authertication Policies
@ Replication

@ Statistics

@ Reports

@ Fiters

8. Open c:\program files\Juniper Networks\Steel-Belted RADIUS\Service. This is the default location for radius.dct
file.

9. Open the radius.dct file.

File Edit ‘Wiew Favorites Tools  Help | ;','
@ Back ~ ) - (T | ) search Foiders | [ (3 X ¥) | -
Address I_} C:\Program Files! Juniper Metworks!Skeel-Belted Radius|Service ﬂ Go
Mame = I Size I Type I Date Modified I Attributes I ﬂ
Iﬂ paceset.dct 1KE DT File 652007 4:09 PM n
pascint. aut ZKE AUT File 6512007 4:09 PM A
C«] pascint.dil 149KE  Application Extension  &/5/2007 4:13 PM A
ﬂ passaprk. ek 1KE DT File 6512007 4:09 PM A
ﬂ passpork, dok 3KE DCTFile &1S12007 4:09 PM A
|#] pathdb.det 2KE DCT File 6/5/2007 4:09 PM a
peapauth. aut 4KE AUT File 11/27 /2006 5:14 PM A
C«] peapauth, dil 177 KB  Application Extension  6)5/2007 41258 PM n
] pica.det 1KB DCTFile 6/5/2007 4:09 PM a
portmstr,di 10KE DoCIFile &/5/2007 4:09 PM &
|#] partmstr.dct 4KE DCT File 6/5/2007 4:09 PM a
ﬂ pprtE000,dct ZKE DCT File &/5/2007 4:09 PM &
C«] prompt_api_dll.dll 32KE Application Extension  9J27(2005 4:53 AM n
RADADS.DAT 5S4 KE DAT File 6119/2007 4:40 PM A
radads.hst GKE HST Fils 6/19/2007 11:36 AM &
RADCLMT.DAT 32 KB DAT File 6119/2007 2:02 PM &
o
A
I
o
I
o
A
o
A

; ZBKE DCTFile Ef1902007 12:06 PM
@_] radius.exe 2,389 KE Application 6512007 4:24 PM
}radius.ini S = L “Nngs 61902007 250 PM
Iﬂ Rk Description: Steel-Belted Padius Server application 6/5/2007 4:09 PM
= Company! Juniper Metworks, Inc.
|_«] radLockedacets.dll| Fig version: 6.1.4027.0 on 652007 4:28 FM
C«] radmsg.dil Date Created: 6/S2007 4:24 PM o AYS/Z007 4:10 PM
%] raditDomainLisers | Size: 233 MB on  6/5/2007 4:29 PM
.i:j radvdb. dil 1,737 KB  Application Extension  &/5/2007 4:31 PM
d«] radwZKDomainlsers. dll 337 KB Application Extension  §J5/2007 4:31 PM LI
T . . -
|T5-'|:e: DCT File Date Modified: 67192007 12:06 PM Size: 27.6 KB 276 KB | J MMy Compuker 4
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10. In the radius.dct file, add the following lines for the following Sophos Dictionary attributes.

HHHH R HH R R R R R R R
# SOPHOS.dct — SOPHOS Dictionary File

@radius.dct

MACRO ENDFORCE-VSA(t,s) 26 [vid=5428 type1=%t% len1=+2 data=%s%)]

ATTRIBUTE EF-GroupResponse ENDFORCE-VSA(20, string) r
HH T T T

You can add all of the vendor-specific attributes, as shown below, but the one that Sophos requires for

configuration is indicated below.
I radius.dct - Notepad [ &[]
File Edit Format ‘iew Help

A A A A A A A A A A A A ;l
# SOPHOS.dct - SOPHOS| Dictionary File

&

# This dictionary contains ENMDFORCE (Sophos) wvendor specific attributes
# For Juniper steel-Belted RADIUS

-

# (See README,DCT for more details on the format of this filed

Attt A A A A
# Use the Radius specification attributes

-

l@radius, det

Y

# Define ENDFORCE wendor specific attributes

r

MAZRO ENDFORCE-VSA(T,s) 26 [wid=5428 typel=%t¥k lenl=+2 data=%s¥]
E

# Desciption of ENDFORCE attributes

r

#ZAMPLE

#ATTRIBUTE Juniper-Local-User-Name Juniper-vsa(l, string) r

ATTRIEUTE

4

EF-ComplianceTemplate

EMDFORCE-VSA(33,

ATTRIEUTE EF-GroUpRequest ENMDFORCE-YSA(LO, integer) r
ATTRIBEUTE EF-DHCPREQUesT ENDFORCE-VSA(LL, integer) r
ATTRIBUTE EF-Reserwvedaddrrequst ENDFORCE-VSA(LZ, integer) r
ATTRIEBUTE EF-MACaddress ENDFORCE-¥SA(1Z, string) r
ATTRIEUTE EF-DHCPxid EMDFORCE-vSA(L4, string) r
ATTRIBUTE EF-HOstname ENDFORCE-VSA(LS, string) r
ATTRIBUTE EF-Userclass ENDFORCE-VSA(LG, string) r
ATTRIEUTE EF-vendorclass ENDFORCE-VSA(LY, string) r
ATTRIBUTE EF-Relayagentaddr EMDFORCE-YSA(LE, address) r
ATTRIBUTE EF-adminLoginreguest ENDFORCE-VSA(LS, integer) r
ATTRIBUTE EF-GroupResponse ENDFORCE-VSA(20, string) r *_
ATTRIEBUTE EF-Reserwvedl ENDFORCE-VSA(21, string) r
ATTRIEUTE EF-UserclassResponse EMDFORCE-YSA(2Z, string) r
ATTRIBUTE EF-Compliancereason ENDFORCE-VSAC30, integer) r
ATTRIBUTE EF-CompliancesubReason ENDFORCE-VSA(3L, integer) r
ATTRIEBUTE EF-Compliancestate ENDFORCE-VSA(32, integer) r

string) r

11. Save the radius.dct file.
12. Restart the Steel-Belted RADIUS Service for the changes to take effect.
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13. Log in to the Steel-Belted RADIUS Administrator application.
14. Right-click Profiles, and click Add.

F¥ Steel-Belted Radius Enterprise Edition (EFSQLO0D1)

File Edit

Web Help

O Refresh QO Print @ Add L Edit

£ Delete

@ Stecl-Betted Radius
@ RADIUS Clients
@ Locstion Groups

Matne <

@ Users

L BProfiles
@ Proxy T
@ Tunnel:
@ Addres

izl
Copy
Paste

@ 2dminis
@ Authen
@ Replics
@ Statistic
@ Reports
@ Fiters

) Refresh
€2 Print

£ Celete

*—

i Eii: Add a new profile

15. Type a name (1) and description (2) for the profile in the appropriate fields.

File Edit “web Help

¥= Gteel-Belted Radius Enterprise Edition (EFSQLO01})

B Refresh @HErint @3 Add EMEDE  ENDelEte

® =teel-Eeted Radius
® RADIUS Clients
@ Locstion Groups
@ Users

es
@ Proxy Targets
@ Tunnels

@ Address Pools

@ ~dministratars

@ Replicstion
@ Statistics
@ Reports
@ Fitters

@ Authertication Policies

Matne | Dezcription

Add Profile

Matme; |DOMAIN USERS

Description: Idomain USErs group

Attribute

| atripute

Lo

Check List Return List | ﬁ= 3

I alie I Frbm I
Add Return List Attribute b
Attributes: String:

EF-DHCPXid
EF-GroupReguest

i‘;dd I Q
;I Idomainusers k—l—ﬁ
= | Close

5

-

4 | B

4 [~ Echo

utivalued  Croerable

& start| 2 @

‘e 2 Internet Explorer '”DZ javaw » | C:\Program Files\]... | _ﬁ endforce. dck - Mat..,. | g&% 5:04 PM

10
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16. Click the Return List tab (3).

Note: This step ensure that RADIUS sends back the group attribute to the Sophos Compliance Application
Server.

17. Click Add (4).
18. In the Attributes list, locate and select EF-Group Response (5).

19. In the String: field, type the group name that you want to pull for this profile (6), and click Add to add the
Return List Attribute.

20. Click Close.

Note: The attribute is not a multi-valued attribute. Sophos NAC Advanced only supports single-valued
attributes.

21. Verify that the new Return List Attribute displays, and click OK.

F=Steel-Belted Radius Enterprise Edition (EFSQLDO1})

File Edit web Help

B Refresh @it @3 Add EREdE  ENDeiEte

@ Stesl-Beted Radius [marme - | pescription
@ RADIUS Clierts
Add Profile X
@ Location Groups =

@ Users @

Marme: [DOMAIN USERS

@ Proxy Taroets
@ Tunnels

@ Address Pools ~Attribute
@ sdministrators =
O Authertication Policis Check List Return List |

@ Replication | attribute Yalue |Echo |

Q@ Statistics EF-GroupResponse domainusers ‘\ r

@ Reports

@ Fiters LI
_o |

Dezcription: Idomain USers group

Add... Edit Delete | /

Zancel |
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22. Verify that the new profile displays in the Profiles section.

[ LI

¥ steel-Belted Radius Enterprise Edition (EFSQLO01)

File Edit ‘'Web Help

& Refresh (D Print ) Add & Edit  #38 Delete

@ Stecl-Betted Radius hlame *

Description

@ RADIUS Clients DOMAIN USERS
@ Location Groups

@ Users

L MProfiles

@ Proxy Targets

@ Tunnels

@ Address Pools

@ Administrators

@ Authertication Policies
@ Feplication

@ Statistics

@ Reports

@ Fitters

domain users groug

23. Map the new profile to the domain group that the users are a part of in Active Directory. To do this, expand the

Users section, right-click Domains, and click Add.

FF steel-Belted Radius Enterprise Edition (EFSQLOD1Y)

File Edit “Web Help

& Refresh (D Print @9 Add WD Edt BN Delste

@ Steel-Belted Radius | name -

Profile:

— @ RADIUS Clients
— @ Location Groups

@ Users
@ blative
o M=
@ Secul - -
@ Tace =P

@ Ui Faste
— @ Profiles @ Refrash

— @ Proxy Tar
@ Tunnels
@ tddress | =

@ 2dministr: A Edt |.ﬁ.dd a new daomain user
O suthentic BN DEELE ]

@ Replication
@ Statistics
@ Reports
@ Fiters

12
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24. Click Browse to look for the possible users/groups to add (1).

I= Steel-Belted Radius Ent G BT

File Edit ‘Web Help

Cramain: I

Refresh Erirt
@ Q 0 Bl Erowse for Domain User r

Llsers Groups | # 3

Dl DnsUpdateProx'f

@ Steel-Befted Radius 6
— @ RADIUS Clisrits @ Refrezh | A Browse...
—@ Location Groups = 2

=@ Users ~Select Fram
@ hiative

@ SeourD ERDPCINTSOF TYWAR DotnaEin Admins
@ TACACSH D-:-ma!n Cornputers —
@ Unix Domain Contrallers L
— @ Profiles Damain Guests 4
—

; ?L‘:ﬁ;;&rge’fﬂ DvnEIemTesier _| Default |
Q Lddress Pools EFDetna

@ Administrators Engineeting

Q@ Authentication Policies Erterprize Admins

@ Replication Exec

@ Statistics 5 Group Policy Creator Onwne—

Q@ Reports Lynne
@ Fitters MFH Group

PGP TestGroUn -
4 | *

Ok I Cancel |

8] ¢ | Cancel I

25. Select the domain (2).

26. Click the Groups tab (3).

27. Select the appropriate group from the list (4).
28. Click OK (5) to add the new group.

13
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29. Verify that the domain (1), user (2), and name (3) are correct.
Add Domain User x

30.
31.
32.
33.

Dommair: [ErDPOINTSOFTWIAR: *—'— 1 ©
User. [pomai useRs 44— 2

Nane: [ENDPONTSOF TiARDOMAIN LISERS*__S Browwse... |
€ Wzer ¥ Group

Dezcription: IDDmain zers i— 4

6
~Attributes |
v gF‘rDﬁle: IDOM.&INUSERS - & iew |
| attrioute Value | etaut |

_© |
_© |

Aodd... | Edit | Delete |
— — i

r hdzinum concurrect connections I

Ok Cancel |

Type a description (4).

Select the Use Profile check box (5).

Select the name of the profile you just created from the list box (6).

Click OK (7).

Note: You can view the added group and its corresponding profile. By configuring groups/profiles in this

manner, you can apply policies to whole groups of users, and then send the group attribute back to the Sophos
Compliance Application Server using IAS or Network Policy Server so that a compliance policy can be applied

to that group.

14



Configuring Steel-Belted RADIUS Proxy to Send Group Attributes

e Steel-
File Edit ‘'Web Help

Q) Refresh (D Print @ Acd WD ECE B Delste

@ Steel-Beted Radius | Mame Prafile
— @ RADIUS Clients 7§ VENDPOINTSOFTWARDOman Users DOMAIN USERS
— @ Location Groups
@ Uszers
@ ative
L Miomain
@ SecurlD
@ TACLCS+
@ Unix
— @ Profiles
— @ Proxy Targets
@ Tunnels
@ Address Pools
@ Administrators
@ Authertication Policies
@ Feplication
@ Statistics

34. Open the radius.ini file located in c:\program files\Juniper Networks\Steel-Belted RADIUS\Service and add
authenticate only=0 in the configuration settings.
Note: This step forces Steel-Belted RADIUS to pass the attributes you created back to IAS or Network Policy
Server.

B radius.ini - Notepad

File Edit Format Wiew Help

E RADIUS,INI file - wersion &.01 (June 26!5}:’)

cs of Juniper MNetwork's

L]
; This file defines operational characte
;v steel-Belted rRadius server.

= -
-
-
—+ -
—ua

[Configuration]

LogLeve]l =0

TraceLevel =0

;Logfilerermissions = owner:group mode 3 UNMIX only
appTy-Login-Limits = wes

sPrivatenir = <file system location-
FramedIPaddressHint = no
CheckMessageauthenticataor =0

Logaccept =1

LDgReject =1
addsourceIPaddressattrToRequest = O
saddrunkClientGroupToRequest =0
;CTassﬁItributeSty?e =2

;LogfileMmaxmewtes =0

s HONUTITermination =0
;LogHighResolutionT ime = no

authenticateonly =0 *—

[TPvE]

; This section controls IPVE network transport features, as opposed to IPVE

; specific attributes that may appear within the RADIUS packets. It s always
; possible to process IPvE specific attributes defined in the dictionaries.
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35. Remove the null termination in the radius.ini file by setting the NoNullTermination = 1.
Note: Null termination must be turned off for Sophos NAC Advanced to map the policy with the group correctly.

Fil= Edit Format Wiew Help
[sisaisissisaisiisissisaisisiisainassissisasrississisisairsisiiririind
i RADIUS.INI file - wversion &.01 (June 2007)
R R R R R
i This file defines operational characteristics of Juniper Metwork's
: Steel-Belted Radius serwver.

[Configuration]

LogLevel =0

TraceLevel =0

iLogfilerermissions = owner:group mode 3 UNMIX only
AppTy-Login-Limits = yes

iPrivatenir = <file system location:>
FramedIPaddressHint = no

CheckMessageAuthenticator =0

LogacCept =1

LDgReject =1

addsourcelpaddressattrToRequest = O

;AddFunkC1ientGrDuETDRequest =0

iClassattributestyle =2

i LogFilemaxMEyTes =0

Maru11Termination =1 "-'—'_
iLogHighresolutionTime = no

authenticateonly =0

36. Restart the Steel-Belted RADIUS service for the changes to take effect.

16
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Using the Sophos Compliance Agent

When you use the Sophos Compliance Agent with a valid username and password that exists in the domain users
group in Active Directory, an entry for this user displays in the Manage > Endpoints area of the Sophos Compliance

Manager.
+ MANAGE + ENFORCE + REPORT + CONFIGURE SYSTEM Home | My Account | About | Help | Logoff |
POLICIES  PROFILES GROUPS  APPLICATIONS PATCHES = ENDPOINTS MY LINKS

Username:

Agent 1D: MAC Address: Expires in:l Days =
Search I

Showing 1-1of 1 Results Per Page: E Previvus Go to Page: ‘ Go

I imacowel domainusers 7a9276as-5df4-4add-8o3a-5d3a4f056bFe 00-10-A4-98-42-51 Active  6/19/2007 7:30:55 PM

“~

Configure Agent Registration Settings m m

2000-2007 Sophos Group, All rights reserved,

[i] pone T T e meemer
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