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6 Common elements 

6.1 Buttons 

This chapter gives a brief overview of all buttons throughout the web interface and their functions. 

Button Description 

 

Navigates to the next view of a wizard. 

 

Navigates to the last view of a wizard. 

 

Provides further information on a specific topic. 

 

Duplicates a profile/command bundle. 

 

Confirms an action. 

 

Cancels an action. 

 

Switches to the Select device group(s) view. 

 

Switches to the Select device(s) view. 

 

Finishes a wizard and executes an action. 

 

Enables you to change settings or information. 

 

Saves changed settings. 

 

Reloads the content of a table. 

 

Adds an entry. 

 

Deletes a selected entry. 
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6.2 Tables 

To make the interface easier to use and to enhance responsiveness, all items shown in tables are 
grouped to usually 20 items per page. To browse table pages, use the table controls below the 
corresponding table. 

 

These controls allow the following actions: 

  

 

Imports entries. 

 

Creates a device report (CSV file). 

Control Description 

 

Jump to first page. 

 

Jump back five pages. 

 

Jump back one page. 

 

Jump to a specific page. 

 

Jump forward one page. 

 

Jump forward five pages. 

 

Jump to the last page. 
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Most tables allow actions regarding the listed items. The action icons are shown next to the items. They 
trigger the following actions: 

 

In some tables, you can also select one or several items for an action. To do so, select the check box 
next to the items. To select all items currently displayed, select the check box in the table header. 

 

For selecting exactly one item, tables may also include radio buttons. 

 

  

Icon Description 

 
Show details of this item. 

 
Edit this item. 

 
Delete this item. 
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The next two tables are based on each other. They are used when setting up specific functions as 
applications or system components of more than one device or device groups. The first table is only 
shown, if more than one device or a group of devices was selected during device/group selection. This 
table shows all devices selected or all devices included in the selected group/s, so you can specify a 
device as data source. Selecting a device as data source makes it easier to find the right function as only 
the functions available on the specific device are shown. But changing one of the settings will affect all 
of the devices or device groups selected, if they provide the same functions. 

 

Settings can be activated, left unchanged, or deactivated. Remember that different devices may be 
configured differently. Activating or deactivating a function activates/deactivates the function on all 
selected devices. If you choose to leave the previous setting unchanged, the different settings of the 
devices are maintained. 

 

Use the radio buttons to toggle the state to the desired value. The following symbols indicate 
activated/unchanged/deactivated processes: 

In many tables, you can sort items. Fields that can be used for sorting show small arrows. Click the 
arrows to sort the items according to the selected field. 

 

Symbol Description 

 Activated process 

 Leave process unchanged 

 Deactivated process 
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7 Wizards 

The concept of wizards guiding through task creation is a common feature in the web interface. This 
chapter first describes the basic procedure of creating a task. Afterwards, module-specific aspects are 
described. 

1. In the first step, you select the target devices for the task. You can select one or more devices or 
device groups. 

Note: Due to the different objects to select for the task it is usually not wise to select devices with 
different operating systems, for example Android and Windows Mobile. 
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2. In the next step, you select the task object. This can for example be a software package to install or 
uninstall. 

 

3. In the final step, you schedule the task. 
 
The value Now is pre-selected, but you can also select date and time. The task will be started on 
the given date. This makes it for example easy to have tasks running at night when the users do 
not use their devices. 
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4. Click Finish to start task creation. 

Depending on how many devices are selected, this may take some time. A progress bar shows task 
creation progress. The server creates a separate task for each selected device, no matter if it was selected 
by adding a group or as a single device. Any events during task creation are listed in a table with a 
description and the corresponding device. This is for example the case, if a device already has the 
selected package installed. Tasks for devices listed in this table are not created. All other devices remain 
unaffected. Their tasks are created. 

The tasks appear in the task view after the server has finished creating them. Depending on the 
scheduled date, they are not necessarily started immediately. 

All wizards work this way. Later chapters just describe aspects to consider regarding the specific 
modules. 
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8 Task view 

In the Task view, you can monitor all existing tasks in the system. In contrast to the task archive, the 
Task view only lists unfinished and failed tasks. For user convenience, it also displays the finished tasks 
of the last few days. Older tasks are automatically moved to the task archive. The Task view is refreshed 
automatically, so you can watch the states of the tasks evolve. The task archive does not have this auto-
refresh feature. All tasks created using the web interface are listed in the task view (installations, process 
activations, text SMS etc.). It does not matter which user created the task, all users see all tasks of the 
customer. 

The icons of the task item categorize the respective task. They have the following meaning: 

 

Icon Description 

 
Installation 

 
Uninstallation 

 
Process activation/deactivation 

 
Explicit refresh of device data 

 
Text SMS 

 
Windows Mobile profile transfer 

 
iOS profile transfer 

 
Command bundle transfer 

 
Bootstrap 

 
Command transfer 

 
Windows Mobile security settings 
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The delete icon removes the item next to it. The task is deleted. If the task is not finished at the time of 
deletion, it may still be carried out depending on the current task progress. 
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8.1 Explanation of task states 

 Failed (retry queued) The task has failed and will be retried later. 

 Task failed The task has failed and no further retries are queued. 

 Completely failed The task has failed. 

 State Description 

 Accepted The task has been created. 

 Retry The task will be retried later. 

 Started The task has been started. 

 In progress The execution of the task is being prepared. 

 Sending notification The client is being notified. 

 Waiting for delivery The server is waiting for a confirmation of the notification by the 
client. 

 Notified The client has received the notification. 

 Exported The client has received the package respectively the commands. 

 Result evaluation started The client has answered and the evaluation of the result has been 
started. 

 Result incomplete The result evaluation showed that not all commands’ results have 
been received by now. 

 Successful The package has been installed or the commands have been 
successfully executed. 

Note: For the initial provisioning of the Sophos Mobile Control 
client the task must finish with the state “installed”. 

 Installed The Sophos Mobile Control client has been installed successfully. 
The device is provisioned now. 

 Result evaluation failed The result evaluation could not be executed. 

 Result evaluation aborted 
The result evaluation has been aborted. 

 Task partly failed Not all commands of the task could be executed successfully. 

 Delayed The task will be restarted later. 
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8.2  Task history 

The magnifier icon opens the Task history. It shows the states a specific task went through including 
timestamps and error codes. 

 

If there are commands to be executed by the device, an additional Details button appears in the Task 
history. Click the Details button to open the Commands view. The commands sent to the device are 
part of the task. They are executed by the client. Results indicating the success or failure are transferred 
back to the server. If there was no error, the error code is “0”. If a command has failed, the error code 
is displayed. In most cases there is also a description of what may have caused the command to fail. 
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9 Inventory 

If you click Inventory in the menu, you get a quick overview of the sub items and a brief description of 
their functions. In addition, a circular chart of all devices and the different platforms registered is 
shown. 

 

Click on one of the platforms in the chart to open a second chart showing a breakdown of the versions 
installed on the devices. 

Note: The Internet Explorer must have an SVG-Viewer plug in installed to display the chart. 
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9.1 Devices 

The device view lists all devices known for the customer. The Managed column shows whether the 
device is controlled by Sophos Mobile Control (green icon: Yes, red icon: No). Click the Export button 
to export device information into an CSV file. 

 

1. To create a new device, click the Create new device button. 

2. In the next step, you select the appropriate device template. 

New device templates can be added by updates supplied by Sophos. 
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3. Specify the device details. You must at least specify the device name, description and phone 
number. 

Note: It is important to enter the phone number in international format, for example 
“+491701234567”. 
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There are many different buttons to help administrating the devices and viewing device information. 
Certain buttons are shown depending on device platform and configuration. 

  

  

Button Description 

 

Click this button to set the name and the IMEI of the specific device in the Device filter. 

 

Shows the installed software packages, version numbers and processes. 

 

Shows the installed profiles. In this dialog, you can also delete profiles. 

 

Use this button to add an LDAP link to the device. 

 

Use this button to remove an LDAP link to the device. 

 

Use this button to refresh the data. 

 

Opens the traffic counter details for the device. 

 

Use this button to disallow active sync. 

 

Use this button to allow active sync. 

 

Locks the device remotely. 

 

Unlocks the device remotely. 

 

Deletes all synchronization data of the device. Sophos Mobile Control client needs to be 
reinstalled. 

 

Use this button to wipe the device remotely in case of loss. 
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Note: Property changes only become valid after you have clicked Save. If you do not save the changes 
you have made, they do not have any effect. 

When you delete a device its tasks are automatically deleted too. The server deletes everything that is 
related to the device, including synchronized information. The client side is not affected by the server 
side deletion. If the client is to be reinstalled, the Sophos Mobile Control client has to be removed from 
the client manually. 

9.2 Device groups 

With device groups, you can categorize devices. A device always belongs to exactly one device group. 
Using different groups makes it easy to work with the system because most modules allow the selection 
of complete groups as well as single devices. 

Note: We recommend to only group devices which have the same operating system. This makes it 
easier to use them for installations and other operating system specific tasks. 

 

Deleting device groups moves the group’s devices to another group that has to be specified. If there is 
no other group left to move the devices to, the group cannot be deleted. 
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10 Provisioning 

10.1 Sophos Mobile Control client packages 

This function lists the Sophos Mobile Control client packages available for provisioning new devices. 
New packages can be added by updates supplied by Sophos. You can also use the Create new package 
button. 
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10.1.1 Create new Sophos Mobile Control client package 

To create a new Sophos Mobile Control client package, specify a name, version number and 
compatible operating system/s. In addition, specify how the setup is to be provided. 

 

10.2 Sophos Mobile Control client installation 

This function is used for provisioning new devices. This is usually done only once per device. The 
function creates basic data for the device and sends a short message (SMS) with an installation link for 
downloading the selected Sophos Mobile Control client package. The type of the message depends on 
the device template used, because devices with different operating systems support different ways to 
install the client. For further information on how to install the Sophos Mobile Control client on the 
device, refer to the Sophos Mobile Control user guides for Android, Apple iOS and Windows Mobile. 

Note: If the Sophos Mobile Control client needs to be reinstalled because the device has been 
reset/formatted, the Sophos Mobile Control client flag in the device’s properties has to be reset before 
entering the wizard. This causes the server to remove all data of previous synchronizations. 
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11 Applications 

11.1 Software packages 

With the software packages function, you can create new packages to be installed on the devices. As an 
administrator, you can upload new packages by clicking the Create new package button. Packages may 
consist of several files although they are usually packaged as an operating system specific file (for 
example “cab” or “apk”). If you want to delete a software package, you must first delete all active tasks 
referencing it. 
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11.2 Install 

With the Install function, you can install software packages on the devices. If the device is provisioned, 
installation is performed by the Sophos Mobile Control client. In this case, the operation is silent. The 
end user cannot interfere. 

The software packages available for installation have to be created by using the software packages 
function before they are available in the object selection step. 

In the date selection step, you can set the Enforce flag for this task. In this function, the Enforce flag 
specifies if the task is to be created although the device already has the selected package installed. If it is 
not selected and the server notices that the device already has the package installed, it will output a 
notice and will not create a task for this device. 

11.3 Uninstall 

With the Uninstall function, you can remove packages from the clients. The object selection step lists 
packages installed on the clients. If more than one device has been selected, the list shows all packages 
for all devices. In this function it is likely to get a notice when creating the tasks because usually not all 
devices have the selected package installed. 

Uninstallation is carried out silently. The end user cannot interfere. If the application to be uninstalled 
is currently running, Sophos Mobile Control closes it before uninstalling it. 

11.4 Enable/disable 

With this module, you can activate or deactivate processes on the device. Deactivated processes are not 
allowed to run. The Sophos Mobile Control client monitors all processes running on the device and 
immediately kills deactivated processes. This allows you as an administrator to disable certain 
applications. Activated processes are unaffected and can be started. 

Note: If software packages are installed on the device manually (not via Sophos Mobile Control), the 
included processes are deactivated by default. If the package has been installed using Sophos Mobile 
Control, they are activated automatically. 

Note: If a package that contains activated processes is uninstalled, the processes remain activated. This 
means that once the same application is installed again the processes are still activated, regardless of 
whether the installation is done by Sophos Mobile Control or manually. 

Processes can be activated or deactivated for single or multiple devices. The common wizard is used to 
create the tasks. When you set up multiple devices, one additional step called Base device selection is 
added after device/group selection. 

Note: For Windows Mobile, the enabling and disabling of processes is deactivated by default. You can 
activate this functionality with the setConfig command (ProcessSecurityOn). 
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11.4.1 Single device 

For some devices, system processes are also defined. You define them when creating the device from a 
template or with the Create new property function (under Edit device). 
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If the state of a process that is not listed is to be changed, you can enter it manually. To do so, you need 
to know the name and the ID of the process. In case of Windows Mobile processes, the ID is the file 
size in bytes as shown under Show installed software. In this case, it is necessary to have a device that 
lists that processes and retrieve the ID this way. 

1. To enter new processes, use the menu to navigate to Devices and edit the specific device. 

2. Click the Create new property button. The Edit property dialog is displayed.  

 

The syntax must be as shown in the figure above. The name is always “SystemProcess” followed by an 
index starting at “0”. Spaces are not allowed. When you create another process always use the 
subsequent index, for example “SystemProcess1”, “SystemProcess2”. 

The value is <display name>;<UID of the process>,<name of the process>. 

Multiple processes can also be combined, for example <display name>;<UID of the 
process>,<name of the process>;<UID of the process>,<name of the process>. 

We recommend that you change the default display name to a more meaningful name describing the 
goal of the process state changes. Created processes are shown under Properties. 

 

11.4.2 Multiple devices 

The device selected in Base device selection serves as the process information basis. Only the processes 
for this device are listed for activation/deactivation. But all devices selected during device/group 
selection will be affected by the change if they provide the same processes. 

In contrast to the single device states function, all states are displayed as unchanged. So by default, no 
process is changed and the specific settings for each device will be kept. You can select each state 
separately. If a target device does not have the process to be changed installed, it is not affected by the 
change. 

All processes not selected for activation or deactivation remain in their current state. 
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12 Configurations 

With this module, you can create and transfer setting profiles for Windows Mobile, Android and Apple 
iPhone/iPad devices. 

12.1 Profile templates 

With this module you can manage templates for setting profiles. They define the setting options 
available for the Sophos Mobile Control user. New templates supplied by Sophos have to be uploaded 
manually by an administrator using the Create new template button. 

Note: Profile templates are only available for Windows Mobile devices. To create an Apple iPhone/iPad 
profile, you need to install the Apple iPhone configuration utility. 

1. Navigate to Apple iPhone in the menu to get a short overview of the functions of the utility. 

2. Click the Profile creation button to get to the download links and a short description on how to 

create an Apple iPhone/iPad profile. 
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12.2 Profiles 

This module manages settings profiles for Windows Mobile and Android devices. Apple iPhone/iPad 
profiles created previously have to be uploaded with this module. 

Before creating a new profile, you have to upload at least one profile template. The selected template 
defines the set of settings available to the Sophos Mobile Control user. You can create any number of 
different profiles. 

Note: Each function has to be applied separately. Settings will be lost, if you do not apply the function. 
Settings will also be lost, if you do not save them before leaving the Edit profile dialog. 

 

Since creating a profile can be time-consuming, created profiles can be duplicated with the Duplicate 
this bundle button. This function is helpful if you need to create several extensive profiles with similar 
settings. Then only few settings need to be changed. 

Note: Profiles can only be duplicated, if you are not editing the profile at the time. Copies are named 
“Copy of” plus the name of the original, but can be renamed. 
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12.2.1 Placeholders for profiles 

Generic profiles may contain placeholders which are replaced by user data at the time of task 
excecution. The following placeholders can be used in profiles: 

LDAP placeholders: 

 %_EMAILADDRESS_% 

 %_USERNAME_% 

 %_PHONENUMBER_% 

Device property placeholder: 

%_DEVPROP(property-name)_% 

This placeholder can for example be used to specify the IMEI of the device: %_DEVPROP(IMEI)_% 

12.3 Transfer 

With this module, you can transfer profiles to specific devices or device groups. The common wizard is 
used to create the task. 
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13 Command bundles 

13.1 Bundles 

With this module, you can combine various commands to command bundles. So you can configure 
many different functions with only one transfer. This is especially helpful, if many devices are to be 
configured the same way. Command bundles are only available for Windows Mobile and Android 
devices. When you create a new bundle, you must select a name, a version, at least one operating 
system and at least one command. 

Note: Improperly used commands may lock or even damage the devices. Therefore only experienced 
users should use this function. We highly recommend that you test the commands on a single device 
before you distribute them. 

Standard commands are supported on all available platforms. Commands of platform-specific 
categories are only supported by the specific platforms. The columns AND (Android) and WIN 
(Windows Mobile) alongside the commands indicate for which platform(s) the commands are 
available. If various platforms have been selected and a platform-specific command has been added, 
devices that do not support the specific function refuse the command. 

You can set the order of installation for selected commands by using the sort arrows on the right-hand 
side of the list. The arrows trigger the following actions: 

 

 Move up one row. 

 Move to the top of the list. 

 Move down one row. 

 Move to the end of the list. 

Since creating a command bundle can be time-consuming, finished command bundles can be 
duplicated with the Duplicate this bundle button. This function is helpful, if several extensive 
command bundles with similar commands need to be created. Then only few commands need to be 
deleted or added. 

Icon Description 
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Note: Command bundles can only be duplicated, if you are not editing the bundle at the same time. 
Copies are named “Copy of” plus the name of the original, but can be renamed. 

13.2 Parameters for the setConfiguration command 

With the command setconfiguration, you set values in the configuration of the Sophos Mobile Control 
Client. The command offers the following parameters: 

 

13.3 Transfers 

With this module, you can transfer command bundles to specific devices or device groups.  
The common wizard is used to create the task. 

  

Parameter Description Value 
type 

Value range Default WM AND 

AdminSMS Administrator SMS phone 
number for IMSI change. 

String     

ImsiChange 
NotifyDelay 

Delay for the check for IMSI 
change in seconds  
(-1: off, >=0: on). 

Number -1 - 1800 -1   

MaxSyncGap Automatic sync interval in 
minutes (0: off) 

Number 0 - 2147483647 0   
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14 Traffic counter 

In the Traffic counter module, the data traffic used for the current and previous month is shown.  
It gives a rough overview of all devices. Select a specific device to view information about the traffic 
during the past twelve months or a detailed overview for each day of a specific month. When a device 
reaches the configured limit, the server sends a short message (text SMS) or a message box including a 
warning message. 

Note: The traffic counter is only available for Windows Mobile and Android devices. 

Note: The Traffic counter module does not restrict data traffic usage, even if the limit is reached.  
It only informs the user of the device. 

As seen in the following figure, several values are marked in red if traffic appears. This function 
provides a better overview on wanted and unwanted traffic. Therefore, Wi-Fi traffic is never going to 
be marked in red. GSM traffic is only marked in red if the limit is exceeded. GSM roaming traffic is 
going to be marked in red as soon as any traffic appears.  
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Click on a specific device to show the annual survey. You can restrict traffic counter detail information 
to specific communication media. You can also set the limit for data traffic use in this dialog. 

 

Select a specific month to display the month chart. It shows the detailed data traffic use for each day. 

 

Note: The Internet Explorer must have an SVG-Viewer plug-in installed to display the chart. 
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15 Send SMS 

With the text SMS module, you can deliver short messages (SMS) to the devices. It uses the common 
wizard. In the wizard, you can enter the text of the message. The state of the resulting task may be 
switched to Successful immediately or only if the message has reached the device, depending on server 
configuration. 
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16 The Sophos Mobile Control Self Service Portal 

With the Sophos Mobile Control Self Service Portal, users can register their devices themselves.  

Self registration is supported for  

 Android 

 Apple iOS 
 
Note: As iPads cannot receive SMS messages with installation links, iPad users have to use the Self 
Service Portal to register their devices and to install the Sophos Mobile Control client. 

 Windows Mobile 

For further information on how to use the Self Service Portal, refer to the Sophos Mobile Control user 

guides for Android, Apple iOS and Windows Mobile. 

16.1 Login at the Self Service Portal 

The Self Service Portal supports multiple clients and LDAP servers. For successful authentication, the 
Self Service Portal needs to resolve the client and connected LDAP. The following table shows the 
options you have here: 

Scenario Customer 
(Tenant) 

LDAP Server Explanation 

1 1 1 The user login is sufficient to authenticate against the 
system. The DNS name of the default domain will 
automatically be extended. 

2 1 N 
If more LDAP servers are used, a qualified user name 
must be given in one of the two options shown here: 

1.) <NetBIOS name> \<login name> 

2.) <login name>@<DNS name>  

3 N 1 For each of the clients a separate group in LDAP must 
be available to achieve a unique assignment 

4 N N 
If more LDAP servers are used, a qualified user name 
must be given in one of the two options shown here: 

1.) <NetBIOS name> \<login name> 

2.) <login name>@<DNS name> 
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16.2 Automatically applied profiles and bundles 

When users register their devices with the Self Service Portal, the following profiles and bundles are 
automatically applied depending on the device type: 

Device type Profile/bundle 

Windows Mobile device WM_PRO_SELF_PROVISIONING_COMMAND_BUNDLE 

WM_PRO_SELF_PROVISIONING_PROFILE 

iPhone IPHONE_SELF_PROVISIONING_MOBILECONFIG 

iPad IPAD_SELF_PROVISIONING_MOBILECONFIG 

Android device ANDROID_SELF_PROVISIONING_COMMAND_BUNDLE 
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17 Troubleshooting 

Problem Possible reason Solution 

I cannot log in. Login data is incorrect. Check the data and try again. 

I cannot register devices. The Sophos Mobile Control 
installation does not use a valid 
license. 

Check with your System 
Administrator whether a valid 
license has been used for Sophos 
Mobile Control installation. For 
further information refer to the 
section Licenses in the Sophos 
Mobile Control installation guide. 

Item tables are empty. The filter is too restricted. There 
are no items that match the 
criteria. 

Edit criteria or reset filter. 

Software packages are always 
installed via sms link (should 
be silent). 

The device is not provisioned. The 
Sophos Mobile Control client is 
not installed on the device. 

Install Sophos Mobile Control 
client (“provisioning”). 

 

 

 

The provisioning task to install 
Sophos Mobile Control client 
stays in state “successful”. 

The device has been switched off. Wait until it is switched on 

The installation has failed. Ensure that the correct Sophos 
Mobile Control client package has 
been selected for installation 

The wrong package has been 
installed. 

Delete the task and retry using the 
correct package. 

 

  



 
 
 
Sophos Mobile Control  

 

54 

 

 

 

18 Technical support 

You can find technical support for Sophos products in any of these ways: 

 Visit the SophosTalk forum at http://community.sophos.com/ and search for other users who are 
experiencing the same problem. 

 Visit the Sophos support knowledgebase at http://www.sophos.com/support/. 

 Download the product documentation at http://www.sophos.com/support/docs/.  

 Send an email to support@sophos.com, including your Sophos software version number(s), 
operating system(s) and patch level(s), and the text of any error messages. 
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