Sophos Mobile Control

11. Click Install.

A warning message with information on what the installation process will do is displayed.
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User guide for Apple iOS

12. Click Install to install the Mobile Device Management profile. When installation has been
completed, Profile Installed is displayed.

u__Telekom.de & 22:25 =3

Profile Installed Done

MDM smartMan
Sophos

@ Verified

Description Profilbeschreibung.
Signed smartMan
Received 07.03.2011

Contains 3 Certificates
Mobile Device Management

More Details >
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13. Click Done.

In your Browser, a Progress page shows the configuration progress.

Note: The configuration process may take a while.

) Sophos Mobile Control - Self Service Portal - Mozilla Firefox

O)

SOPHOS
Sophos Mobile Control

Progress

Configuration...
The device is being configured. Please wait for a few moments.

Trademark Notices: Sof

s 2 registered trademar)

ophosis

#) Sophos Mobile Control - Self Service Portal - Mozilla Firefox

O)

SOPHOS
Sophos Mobile Control

Progress

Configuration completed successfully.

Click on the Home key of your iPhone to return to the original display.

Trademark Notices: So

phos is 3 registered trademark of Sophos Ltd_ All ot pany names mentioned are trademarks or registered trademars

ks of their
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Sophos Mobile Control has been installed and set up on your device. Your device is displayed in the
Sophos Mobile Control list of registered devices.

) Sophos Mobile Control - Self Service Portal - Mozilla Firefox

Sophos Mobile Control
Welcome to Self Service Portal
The following devices are registered for you. In case of loss, you can lock your devices (Lock) or reset them to
their factory settings (Wipe). When you wipe a device, all data on it are deleted.
[ WName | Phoneoumber ([ [ |
Thomas' iPhone 4 +49160 Lock device Wipe device Renew device
Trademark Notices: Sophos is a registered trademark of Sophos Ltd. All ather product and company names mentioned are trademarks or registered trademarks of thair
respective owners
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3 Set up Sophos Mobile Control on an Apple iPad

You can set up Sophos Mobile Control on GSM and WLAN iPads.

1. On your iPad, open Browser and go to the Sophos Mobile Control - Self Service Portal.

Note: To install and configure Sophos Mobile Control successfully, you have to open the
Browser on your iPad. Do not close your Browser during the entire setup process.

The Self Service Portal login page is displayed.

@ Sophes Mobile Control - Self Service Portal

< B M > test de/smc/ssp/templateflayout.jsf

SOPHOS
Q) Sophos Mot ntr

User: [

Password:
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2. Enter your User name and your Password and click Login.

3.

The Self Service Portal Welcome page is displayed.

@ Sophos Mobile Control - Self Service Portal

m o [test de/smo/sspllemplate/layoutjsf e

SOPHOS
O) Sophos Mobile Control o 9

Welcome to Self Service Portal

The following devices are registered for you. In case of loss, you can lock your devices (Lock) or
reset them to their factory settings (Wipe). When you wipe a device, all data on it are deleted.

- —
Register new device

Thomas' iPhone +491570m Lock device Wipe device Renew device
Thomas LG P500 +49177 W7 Lock device Wipe device Renew device

T T I e —

Copyright © 2011 Sophos Ltd. Al rights reserved.
Powered by DIALOGS Software GmbH
Trademark Notices: Sophos is a registered trademark of Sophos Ltd. All other product and company names mentioned are trademarks or registered

trademarks of their respective owners.

Click Register new device.

@ Sophos Mobile Control - Self Service Portal

Note: If other devices have been registered for you, they are displayed on the Welcome
page as in the example above.

A Note page is displayed with a short instruction on how to register your device.

B M P [t de/smcisspllemplate/layoutjsf [

SOPHOS
O) Sophos Mol @ 2

bile Control

Note

To register a new device, you need the following information:
s Device type (Apple iPhone, Apple iPad, Android, Windows Mabile)
* Phone number of the device

If you cannot determine the device type, please contact Support.

Please follow the instructions in the browser and on the device.

To register your device sucessfully, do not close the browser during the entire process.

o
((Back ) ((Next )

Copyright @ 2011 Sophos Ltd. All rights reserved.
Powered by DIALOGS Software GmbH
Trademark Motices: Sophos is a registered irademark of Sophos Lid. All other product and company names mentioned are trademarks or registered
frademarks of their respective owners.

Click Next.

15



Sophos Mobile Control

4. On the Select device page, select iPad and click Next.

@ Sophos Mobile Control - Self Service Portal

< B M = [test de/smefsspitemplate/layout jsf (A

O) sO PHOS ) e 9

Sophos Mobile Control

Select device

Android for example HTC Desire,
Samsung Galaxy S, Google
Nexus One, Motorola Milestone

for example Apple iPhone 4,
Apple iPhone 3G

Apple iPad

o 1 el
Windows Mobile)for example HTC Touch, HTC
HD 2, Samsung Omnia

.

5. On the Device information page, enter a Device name for your iPad.

@ Sophos Mobile Control - Self Service Portal

4 @B [ 2 test defsme/sspitemplate/layout jsf (A

O) SOPHOS e 9

Device information
For better identification, you should name the device (for example John Doe's iPad).

Device name: [ Thomas iPad

(Back ) ((Next )

Copyright ® 2011 Sophos Ltd. All rights reserved
P red by DIALOGS Seftware GmbH
Trademark Notices: Sophos is a registered trademark of Sophos Lid. All other product and company names mentioned are trademarks or registered
trademarks of their respective owners.
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6. Click Next to initiate installation.

The Progress page is displayed.

@ Sophos Mobile Control - Self Service Portal
4 B M 2 test de/smc/ssp/template/layout.jsf ¢ | )

O) SOPHOS ) e 9

Sophos Mabile Contrc

Progress

Installation is being prepared...
This may take a few seconds. Please wait.

Copyright @ 2011 Sophos Lid. Al rights reserved
Powered by DIALOGS Software GmbH
Trademark Notices: Sophos is a registered trademark of Sephos Ltd. All other product and company names mentioned are trademarks or registered
trademarks of their respective owners.

7. After installation has been prepared, a download link is displayed.

& Sophos Mobile Control - Self Service Portal

4 @ M P test delsme/sspitemplate/layout jsf [l )

O) SOPHOS ) Qe 9

Sophas Mobile Contr

Progress

Installation...

Click on the link displayed, select "Install" and confirm profile installation.
When the installation has been completed, click "Finish" on the device.
Please click here

Copyright © 2011 Sophos Ltd. Al rights reserved.
Powered by DIALOGS Software GmbH
Trademark Notices: Sophos is a registered trademark of Sophos Ltd. All ether product and company names mentioned are trademarks or registered
trademarks of their respective owners.
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8. Click on the link.

The Browser moves to the background and the Mobile Device Management profile
installation page is displayed.

wil_blau.de F

Install Profile

MDM
Sophos

Not Verified

Description Profilbeschreibung.
signed smartMan
Received 04.03.2011

Contains 3 Certificates
Mobile Device Management

More Details

9. Click Install.

A warning message with information on what the installation process will do is displayed.

Warning

Unverified Profile

The authenticity of “MDM smartMan” cannot be verified.
Installing this profile will change settings on your iPad.

Root Certificate

Installing the certificate “smartMan Certification Authority”
will add it to the list of trusted certificates on your iPad.

Root Certificate

Installing the certificate “smartMan” will add it to the list of
trusted certificates on your iPad.

Mobile Device Management

Installing this profile will allow the administrator at
“https://test-dsl.dialogs.de/smc/IOSMDMServiet” to remotely
manage your iPad.

The administrator may collect personal data, list of apps,
add/remove accounts and restrictions, and remotely erase
data on your iPad.
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10. Click Install, to install the Mobile Device Management profile.

Depending on your device configuration, you may be prompted to enter your passcode.

Installing Profile

Enter Passcode  cancel

Install

Enter your passcode

|

Profile Installed

2 B
&F Sophos
%' y @ Verified

Description  Profilbeschreibung,

Signed smartMan
Recelved 04.03.2011

Contains 3 Certificates
Mobile Device Management

More Details
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12. Click Done.
The Browser is displayed with a Progress page that shows the configuration progress.

Note: The configuration process may take a while.

wil.blau.de F

@ Sophos Mobile Control - Self Service Portal

< m M 2 [test defsmelsspitemplate/layout st [

O) sOPHOS Q@ 9

Sophos Maobile Cantrol

Progress

Configuration...
The device is being configured. Please wait for a few moments.

Copyright ® 2011 Sophos Ltd. Al rights reserved
Powered by DIALOGS Software GmbH
Trademark Notices: Sophos is a registered trademark of Sophos Lid. All other product and company names mentioned are trademarks or registered
trademarks of their respective owners.

13. After configuration has been completed, a success message is displayed. Click OK.

¥) Sophos Mabile Control - Self Service Portal - Mozilla Firefox

O) SOPHOS o 9

Sophos Mobile Control

Progress
Configuration completed successfully.
Click on the Home key of your iPhone to return to the original display.
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Sophos Mobile Control has been installed and set up on your device. Your device is displayed in the
Sophos Mobile Control list of registered devices.

@ Sophos Mobile Control - Self Service Portal

4 D.' m |'_.» [msl de/smc/sspltemplate/layout jsf C;]' )

O) $OPHOS @ 9

Sophos Mobile Cantrol

Welcome to Self Service Portal

The following devices are registered for you. In case of loss, you can lock your devices (Lock) or
reset them to their factory settings (Wipe). When you wipe a device, all data on it are deleted.

- ~
Register new device

[ Neme | Phonenwmeer [ [ | |

Thomas' iPhone +491 57—, Lock device Wipe device Renew device
Thomas LG P500 +49177 W Lock device Wipe device Renew device
Thomas iPad =

- Lock device Wipe device Renew device

Copyright @ 2011 Sophos Ltd. All rights reserved.
Powered by DIALOGS Scoftware GmbH
Trademark Notices: Sophos is a registered trademark of Sophos Ltd. All other product and company names mentioned are trademarks or registered
trademarks of their respective owners.
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4 What to expect after installation

Depending on the settings of the configuration profile installed, the following can be expected after
installation:

= Applications like Camera, Apple Store and YouTube may no longer be available on your
mobile device.

* New applications may be available.

*  Your E-mail application may be preconfigured for access to your corporate mail server.

Note: If the Mobile Device Management profile is removed from the mobile device, all data and
applications introduced by the profile will also be removed.
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5 Technical support

You can find technical support for Sophos products in any of these ways:

Visit the SophosTalk forum at http://community.sophos.com/ and search for other users who are
experiencing the same problem.

Visit the Sophos support knowledgebase at http://www.sophos.com/support/.

Download the product documentation at http://www.sophos.com/support/docs/.

Send an email to support@sophos.com, including your Sophos software version number(s),
operating system(s) and patch level(s), and the text of any error messages.
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6 Legal notices

Copyright © 2011 Sophos Ltd. All rights reserved.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form
or by any means, electronic, mechanical, photocopying, recording or otherwise unless you are either a
valid licensee where the documentation can be reproduced in accordance with the license terms or you
otherwise have the prior permission in writing of the copyright owner.

Sophos is a registered trademark of Sophos Ltd. All other product and company names mentioned are
trademarks or registered trademarks of their respective owners.

Powered by DIALOGS Software GmbH
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